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Root certificate installation to the Mozilla Firefox application

1. Save the root certificates (in DER format) on hard drive in your PC.
I.CA root certificates can be found on our web site: https://www.ica.cz/HCA-root-en
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ABOUT AS SERVICES PRICE LIST SUPPORT MY SERVICES CONTACTS

> Products > Certificates of certification authorities 1.C4 > HCA root

Root certificate Quick link labels

Certificate root CA rca16_ecc
* E-shop
CN =1.CA ROOT CA/ECC 12/2016, SN: 100000001 (SF5E101 HEX)

* Get certificate
format DER format PEM format TXT
, Documents to obtain a
certificate

Request for revocation of
certificate

Hash SHA-256 (format DER)*: b8692148ff49c3799fa2347ae28bcc5289623512b67dc19170452ade24bas51d5 >
Length of cryptographic key for RSA zlgorithm: 521 bitd
Lifetime: from 7.12.2016 to 7.12.2041

*  Certification Policy
Qualified system certificate root CA

CN =1.CA ROOT CA/RSA, SN: 100000000 (5F5E100 HEX) " PKI Disclosure Statement

format DER format PEM

Hash SHA-256 (format DER)*: d3d607a9ff24a19523b6da9d2c649446f8788cb96d9fd130972e120c13677730
Length of cryptographic key for RSA algorithm: 4096 bitd >
Lifetime: from 27.5.2015 to 27.5.2040

format CMF , Certificates of certification
authorities .CA

Certificates of Time stamp
authority

List of public certificates

* Certification revocation list

* Fingerprints are calculated from the content of the whole file,



https://www.ica.cz/HCA-root-en

AUTHORITY

2. Choose the Options in Mozilla Firefox menu.
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> Products > Certificates of certification authorities L.CA > HCA root

Root certificate

Certificate root CA rcal6_ecc

CN =1.CA ROOT CA/ECC 12/2016, SN: 100000001 (5F5E101 HEX)

format DER format PEM

Hash SHA-256 (format DER)*: b8692148ff49c3799fa2347ae28bCc528962351 2b67dC19170452ade24bas1dS
Length of cryptographic key for RSA algorithm: 521 bitd
Lifetime: from 7.12.2016 to 7.12.2041

Qualified system certificate root CA

CN =1.CAROOT CA/RSA, SN: 100000000 (5F5E100 HEX)

format DER format PEM format CMF
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Quick link labels

E-shop

Get certificate l“\

o
N O @®
Sign in to Firefox >
Protections Dashboard

New Window Ctrl+N

New Private Window Ctrl+Shift+P

Restore Previous Session
+ 2
Edit X Oy @

Library >

Zoom - 70%

w0 Logins and Passwords

Documents to obtain a

T

certificate Add-ons Ctrl+Shift+A
omop LB Options ]
Request for revocation of
certificate 47 Customize Toolbar...
Certification Policy Open File... Ctrl+0
PKI Disclosure Statement Save Page As... Ctrl+s
&= Print.. Ctrl+P
Certificates of certificatior
authorities I.CA
Q, Find in This Page... Ctrl+F
Certificates of Time stamy More >

authoritv
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3. Choose the option Privacy and Security and click on button View Certificates...

&« ¢ o ) Firefox  about:preferences#privacy hid N @ & =
~

0O Find in Options

ﬁ' General

Certificates

0 Home v Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Q Search Security Devices...

a Privacy & Security
HTTPS-Only Mode

~l
K/ Sync
v HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most

websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.
Learn more
Enable HTTPS-Only Mode in all windows
Enable HTTPS-Only Mode in private windows only
#  Extensions & Themes © Don't enable HTTPS-Only Mode

@ Firefox Support

4, Choose the fold Authorities and click on the button Import...
Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device i
v AC Camerfirma S.A. ~
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token v

View.. Edit Trust... Import... Export... Delete or Distrust...
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5. Select the certificate which you have saved on your PC hard drive (see in the chapter 1.) and click
on Open.
@ Select File containing CA certificate(s) to import K
&« v 1 ¥ > ThisPC » Downloads v D P Search Downloads
Organize ~ New folder =- O 0
@ OneDrive A Name Date modified
v = This PC ¥ Today (1)
“J 3D Objects p rcal6_ecc 4/13/2021 9:13 AM
I Desktop

|j_: Documents

> 4 Downloads

J5 Music

&= Pictures

ﬁ Videos

#  Local Disk (C)
] DVD Drive (E)

v < >
File name: ~ | | Certificate Files ~
Open Cancel
6. Check all options and confirm by the button OK. Repeat the same procedure for installation of the

others root certificates |.CA.
Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “I.CA Root CA/ECC 12/2016" for the following purposes?
Trust this CA to identify websites.
Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate



